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1 GLOSSARY OF TERMS & DEFINITIONS 
“Administration Portal” means an Internet portal that allows the Administrator, through a web browser, to 
perform administrative functions including, but not limited to, configuring security policies to inspect email 
and http traffic;  

“Administrator” means any person the Customer designates to administer the Service by the Customer; 

“Anti-Spam” is a software agent that protects a customer estate user from unwarranted and unwanted 
emails; 

“Anti-Virus” is a software agent that protects a customer estate user from known software viral attack; 

“Content Control” means the inspection of email traffic for inappropriate content as defined by the 
Administrator 

“Content Filtering Service” means the service provided by Interoute on behalf of Interoute’s third party 
supplier. This consists of a portfolio of filtering mechanisms hosted and maintained by such third party 
including, but not limited to: Anti-Virus, Anti-Spam, Content Control, Image Control, URL filtering and remote 
user control mechanisms; 

“Email Filtering” means the process of scanning email traffic for viruses, spam or inappropriate content;  

“End User” means the actual end user of the Service; 

“Event” means when any monitored component of the Supported Software is not operating pursuant to its 
standard functionality, as identified by a Monitoring Agent and indicated by alerts on Interoute’s monitoring 
systems; 

 “Image Control” means the inspection of email traffic for inappropriate images as defined by the 
Administrator 

“Incident” means an unplanned interruption to a Service or deterioration in the normal quality of a Service; 

“Incident Management” means the Incident management Service provided by Interoute pursuant to this 
Annex to investigate an Event or Incident; 

“SLO” means Service Level Objective, which is a specific target within the Service Level Agreement; 

“URL Filtering”: means the process of scanning Web URL’s and traffic for viruses, spyware or inappropriate 
content; operation is based on a customer’s rule set/policy. 

Any other terms in capital letters shall have the meaning set forth in Schedule 1. 

2 SERVICE DESCRIPTION 

2.1 SERVICE COMPONENTS 
The Content Filtering Service may include some or all of the following components: 

a. Email Anti-Virus and Anti-Spam 

b. Email Content Control and Image Control 

c. Web Anti-Virus, Anti-Spam and URL Filtering 

d. Remote user web browser policy enforcement 

2.2 CUSTOMER SETUP 
Interoute will request that Interoute’s third party supplier creates an account for the Administrator on 
the Administration Portal. 
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2.3 TECHNICAL SUPPORT 
Interoute will provide a first line support service to the Administrator which shall include call logging 
only. All other support shall be provided by Interoute’s third party supplier. Except as set out in this 
Agreement, Interoute shall have no further liability in relation to these Services. 

2.4 ADMINISTRATOR RESPONSIBILITIES  
For the avoidance of doubt, the Administrator is solely responsible for the following: 

a. Managing profiles, permissions and other aspects in respect of setting up and maintaining End 
Users within the system; 

b. Diagnosing End User issues 

c. Implementing security policies, including changes required to resolve Incidents 

d. Integrating the Administrator Portal into the End User directory services; 

e. Setting up and managing the client proxies;  

f. Setting up and managing the directory service synchronisation tool; 

g. Configuring, maintaining, and deploying any proxy.pac files; 

h. Gaining reports from the Administration Portal. 

3 VENDOR CHANGE 
Interoute may from time to time change its third party supplier of these Services. Such change will not require 
the Customer’s consent except where such change is likely to have a material adverse effect on the Service 
Levels following its implementation. 

4 CHARGES 

4.1 CHARGES PAYABLE BY THE CUSTOMER  
Charges for the Service comprise of an initial on-boarding Installation Charge, a Fixed Rate Charge and 
any additional Charges set out within the Purchase Order. 

4.2 ADDITIONAL CHARGES 

4.2.1 Unless otherwise agreed between the Parties in writing, any Additional Charges will be charged 
according to the Professional Service Charges. 

4.2.2 In addition to clause 4.2.1 above, any additional work agreed outside of a Working Day, will incur 
Professional Service Charges calculated on an hourly basis. 

4.3 CHARGES FOR SERVICE CHANGES 
All changes for this service are chargeable. 

5 SERVICE LEVELS 
Further to the Service Levels set out within the Schedule 2 to which this Annex is appended, Service Levels are 
defined for the following Service performance measurements: 

a. Content Filtering Service Availability 
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5.1 AVAILABILITY 

Service Availability SLO 

Interoute Content Filtering 100% 
 

Interoute uses the following formula to calculate monthly Availability: 

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑖𝑛 % =
(𝑀𝑖𝑛𝑢𝑡𝑒𝑠 𝑖𝑛 𝑀𝑜𝑛𝑡ℎ𝑙𝑦 𝑅𝑒𝑣𝑖𝑒𝑤 𝑃𝑒𝑟𝑖𝑜𝑑 − 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑈𝑛𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦)

𝑀𝑖𝑛𝑢𝑡𝑒𝑠 𝑖𝑛 𝑀𝑜𝑛𝑡ℎ𝑙𝑦 𝑅𝑒𝑣𝑖𝑒𝑤 𝑃𝑒𝑟𝑖𝑜𝑑
 

For the purpose of Availability measurement, Service Unavailability excludes any Planned Outage. 

6 SERVICE CREDITS 

6.1 CLAIMING SERVICE CREDITS 

6.1.1 Failure to meet a Service Level Objective (SLO) for a Service entitles the Customer to claim Service 
Credits (subject to the exceptions set out herein and in Schedule 1). The Customer must provide to 
Interoute all reasonable details regarding the relevant Service Credits claim, including but not limited 
to, detailed descriptions of the Incident, its duration and any attempts made by Customer to resolve 
it. Interoute will use all information reasonably available to it to validate claims and make a good 
faith judgment on whether the Service Levels apply to the claim. 

6.1.2 Unavailability of the Service cannot be used to claim failure of another Interoute service. Interoute 
shall not be responsible for any cross default.  

6.1.3 Interoute is entirely dependent on agreement from our third party supplier that there has been an 
issue or service performance problem. Interoute is unable to recognise Service Credits against the 
SLO without the third party supplier agreeing the failure of the service to perform. 

6.2 CALCULATION OF SERVICE CREDITS 
Where Availability falls below target during any Monthly Review Period, the Customer will be entitled 
to Service Credits as follows: 

Availability for the Service during Monthly Review Period 
falling below target by: 

Service Credits as % of Interoute 
Content Filtering Fixed Rate Charge: 

Up to 0.25% 5% 

0.25% ≤ 0.75% 10% 

0.75 ≤ 1.5% 15% 

1.5% ≤ 2.5% 20% 

2.5% ≤ 3.5% 25% 

> 3.5% 30% 

7 CUSTOMER RESPONSIBILITIES 

7.1 TECHNICAL REPRESENTATIVES 
The Customer must designate one or more qualified persons as their technical representatives and 
support points of contact with Interoute.  These technical contacts can be updated online, by phone, 
or email and must be provided for both pre and post installation, and during Incident Management. 
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7.2 OTHER RESPONSIBILITIES 
Customer undertakes that it shall: 

a. report any Incidents or problems with the Services to the Customer Contact Centre as soon as such 
problems have been identified; 

b. provide feedback on any Interoute maintenance approval requests passed to the Customer within the 
reasonable times specified within such requests; 

c. do such other things and provide such information as Interoute may reasonably request in order for 
Interoute to provide the Service; 

d. not initiate a penetration test without agreeing and complying to the current Interoute Penetration 
Test Agreement. In case a penetration test is undertaken and no respective Interoute Penetration Test 
Agreement was signed, Customer herby agrees that the Interoute Penetration Test Agreement is 
deemed to have been signed and that its stipulations bindingly apply. 

8 SERVICE OPERATION 

8.1 CHANGE MANAGEMENT 

8.1.1 Any addition or removal of Service Components shall be considered a service change. 

8.2 INCIDENT MANAGEMENT 

8.2.1 Depending on the impact an Event or Incident has on the Service, each Event or Incident is 
categorized pursuant to paragraph 8.2.2 into one of three priority levels: priority level 1 (Critical), 
priority level 2 (Major) or priority level 3 (Standard). 

8.2.2 Any Events or Incidents relating to a security incident which requires post-restoration investigation 
are considered out of scope for the Incident Management Service and will incur Professional Service 
Charges. 

Priority Description Hours of 
Operation 

Response 
Time 

Update 
Frequency 

Critical (1) • When the Service is Unavailable. 24/7 30 minutes 

2 hours 
Major (2) 

• The performance of the Service is degraded, but it 
is still Available 

• A system or component of the Service is not 
available and a temporary fix may be available. 

Working 
Day 

2 hours 

Standard 
(3) 

• Where there is not a critical need and no impact 
to the delivery or use of the Service. 

4 hours N/A 

If Interoute responds to and works on a reported Incident and it is subsequently found not to be an 
Incident with the Service then Professional Service Charges will apply. 

8.3 EXCLUSIONS 
Interoute acts as a reseller of the Content Filtering Service only. 

Interoute shall not be liable to the Customer for the direct support of End Users of the Service. 

Except as set out above, Interoute shall have no further responsibility and/or liability to the Customer 
in relation to the Content Filtering Service.  

Should any issues with the Service arise, the Customer must contact Interoute and Interoute will 
forward issues to the third party supplier. 
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